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1.0 - Introduction

Software-Defined Networking (SDN) is a modern and revolutionary architecture for
networks by separating the control plane from the data plane, allowing the network to
become more flexible, scalable, and programmable. The SDN controller manages all
other devices and traffic within the network, making it a target to attackers. Attacks on
the controller could result in the entire network becoming unusable, primarily Distributed
Denial of Service (DDoS) attacks. [1]

Traditional DDoS mitigation strategies are often inadequate in SDN environments due
to the dynamic nature of the networks and flow of traffic. This project aims to utilise the
OpenFlow protocol to detect and mitigate DDoS attacks, this will be done through
designing and testing different algorithms and strategies to identify and mitigate the
effects of malicious traffic, as well as evaluating the results to verify the implementations
are beneficial to the overall network performance. The importance of this project lies in
its potential to improve the security of Software-Defined Networks, which are becoming
much more prevalent in data centres and cloud computing environments. [2] [3]

2.0 — Background to Proposed Research

SDNs work through parting the control plane from the data plane, allowing for more
centralised control of the network’s traffic, programmability and configurations. This
separation of control and data planes is one of the largest features of SDNs which
allows for more flexibility of the network as well as greater control of traffic in
comparison to more traditional networks. [4]

The split of control and data planes results in the SDN controller becoming a single
point of failure for the entire network. This makes the SDN controller a target to common
attacks such as Distributed Denial of Service (DDoS) attacks. The DDoS attacks will
aim to overwhelm the network the network using malicious traffic, such as IP packets,
which can cause congestion on the network for legitimate users or even network
collapse. [1]

The centralised nature of SDNs provide great flexibility and programmability but also
provide a large attack surface, paired with newer and more advanced DDoS attacks,
has made implementing a real-time solution challenging. These attacks can involve
overloading the network using a high volume of traffic, alternatively another strategy
used by attackers involves using a lower volume of traffic which uses far less resources
and, in many cases, looks like genuine traffic. This low volume tactic is much harder to
detect and mitigate but can still cause performance issues on the network. More




traditional methods to mitigate these attacks, such as static thresholds, are ineffective
and stopping these attacks on SDNs. [1] [5]

There are existing methods available to attempt to detect and mitigate DDoS attacks,
such as SnortFlow which attempt to utilise the extensive programmability and traffic
analysis to detect and mitigate attacks. These methods are effective at mitigating
traditional scenarios but more complex attacks that focus on overflowing the flow tables
of the OpenFlow switches which lead to denial of service. Furthermore, these methods
operate through the SDN controller, which would become unusable in the event of a
DDoS attack, preventing any chance of mitigation if the attack is not detected soon
enough. [6]

The limitations of SDN controllers, such as single points of failure, scalability issues,
and bottlenecks has been researched and a possible solution of utilising a distributed
control has been discussed as a possible solution. Distributed control spreads the
control pane across multiple controllers, which will work together by managing each part
of their network while also communicating with the other controllers to maintain the
benefits of SDN, such as programmability and flexibility. The biggest benefits of this
setup are redundancy and load balancing; if one of the controllers fails during an attack,
another controller can take over, increasing the resilience of the network. [7]

The OpenFlow protocol plays a major role in mitigating the effects from DDoS attacks.
OpenFlow allows for the configuration and modification of rules that can be dynamically
changed to forward, drop or modify traffic flow. OpenFlow also gathers real-time
statistics that can be used to identify attacks before it is too late to mitigate the impact.
Furthermore, OpenFlow enables certain actions during an attack such as rate limiting,
blocking ports, dropping packets, and isolation to protect the most crucial services
within the network while the malicious traffic is being handled. [8]

According to Dong, et al. [3] the number of Distributed Denial of Service (DDoS) attacks
are rising against SDNs due to the controller being a singular point of failure for the
entire network. Furthermore, Dong, et al. [3] identifies a gap in research regarding the
identification and alleviation of DDoS attacks on SDNs, a gap that this project hopes to
investigate.

3.0 — Research Problem Statement

Software-Defined Networks (SDNs) offer centralised control and flexibility of networks,
this centralisation makes them highly vulnerable to Distributed Denial of Service (DDoS)
attacks, especially through the targeting of the SDN controller. Traditional DDoS
mitigation techniques are often ineffective in SDN environments due to dynamic traffic




patterns. This project aims to address this gap through the development and
implementation of a real-time DDoS detection and mitigation strategy using OpenFlow.

4.0 — Research Aims and Objectives

The aim of this project is to enhance the security of Software-Defined Networks by
developing efficient real-time DDoS detection and mitigation using OpenFlow, with a
focus on protecting against attacks while maintaining integrity of legitimate traffic.

¢ Objective 1 — Implement an SDN environment using OpenFlow
o Set up a simulated software-defined network using tools such as Mininet
and an OpenFlow based controller, such as Ryu, to emulate real world
conditions for testing.
¢ Objective 2 — Design and implement a DDoS detection algorithm
o Develop a detection mechanism within the SDN controller to identify any
abnormal traffic patterns.
¢ Objective 3 — Develop and test DDoS mitigation strategies
o Implement mitigation strategies using OpenFlow to block or reroute
malicious traffic while ensuring minimal impact on legitimate traffic.
¢ Objective 4 — Evaluate network performance
o Assess the performance of the implemented detection and mitigation
strategies, measuring deliverable factors such as detection accuracy,
latency and network throughput.

5.0 — Methodology

5.1 — Methods

This project will use quantitative data, measuring network performance through
measurable indicators such as latency packet loss, and detection accuracy during
various DDoS attack scenarios. The creation of a simulated software-defined network
using OpenFlow will allow for controlled and repeatable experiments that mimic real-
world conditions.

The research strategy for this project will be a development. The project will involve
designing and implementing DDoS detection and mitigation system in a Software-
Defined Network using the OpenFlow protocol. The development process will include:

¢ Building the Software-Defined Network using Mininet
¢ Implementing DDoS detection algorithms on the SDN controller




Creation of mitigation strategies using OpenFlow rules to block and reroute
malicious traffic

The system architecture will consist of the following:

SDN Controller — A central controller such as Ryu to manage network flow
through OpenFlow rules.

OpenFlow Switches — Routing network traffic based on the SDN controller
configurations and instructions, these will also be used for statistics and data
collection.

DDoS Detection — A element of the controller, developed using Python, to
monitor and detect abnormal traffic and distinguish between legitimate traffic and
DDoS attacks.

Mitigation — Another element of the controller, to reroute or drop malicious traffic
to minimise network interference.

5.2 — Materials

Data Source and Collection: Data will be generated using simulated DDoS
attacks in Mininet, OpenFlow will be used to gather this traffic statistics, such as
packet count and flow entries, to evaluate performance.

Tools and Software: The project will use Mininet for network simulation,
OpenFlow and Ryu, and Python libraries. Wireshark and other tools such as
sFlow will be used to aid in traffic analysis.

Ethical Considerations: As all data will be gathered on a simulated and controlled
environment, there will be no sensitive or personal data involved resulting in little
to no ethical concerns.

Hardware: A standard computer with virtualisation software, such as Oracle
VirtualBox, is sufficient; no specialised hardware is required.




6.0 — Project Plan
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